
INTRODUCTION
More than 20 years ago, John Enick1 wrote an article in ITPro 
Today (a leading online source of daily news, analysis and 
how-to’s about the information technology industry) about 
one of the industry’s very first network analyzers, NetXRay, 
from Cinco Networks.  In the article, he commented “A Local 
Area Network (LAN) is like an ocean.  The surface view is 
beautiful and serene, but the deeper you get, the stranger 
the scene becomes.”  That statement provided the reasoning 
why a protocol analyzer became such an important tool; it 
provided a better view of what is happening on the network.   

If anything, Mr. Enick’s words are even more relevant today.  
In modern-day corporate networks, you will find traffic 
related to everything from virtual machine communication, 
multimedia files of all types, and storage fabric data.  These 
data types and other such content simply did not exist to 
the same extent when Mr. Enick wrote his article back in 
1996 and relatively speaking, networks today are far more 
complex.  Note: in this white paper, the terms protocol 
analyzer, network analyzer and network recorder are used 
interchangeably.

Modern networks are built upon the Open Systems 
Interconnection (OSI) model, where protocols are layered on 
top of one another.  There are seven (7) layers in the Ethernet 
networks most of us rely upon.  Each layer is responsible for 
accomplishing separate sets of tasks.  Collectively, they help 
shuttle data around the network making sure every bit and 
byte arrive error-free, intact, on time, and to their intended 
recipients.  

The interactions are extremely intricate, but they follow 
rules which make it easier for software and thus protocol 
analyzers to understand.  It would be humanly impossible 
to understand protocol and layer interactions without an 
analyzer to help do much of the heavy lifting.  

The network analysis world has not changed a great deal 
since John Enick wrote about NetXRay.  Today, protocol 
analyzers remain an indispensable part of a network 
administrator’s toolkit.  Like they did back in 1990s, they 
help troubleshoot hard-to-solve problems, detect malware 
and viruses, gather performance data and understand the 
applications that are being used.  

One of the most essential functions performed by a network 
analyzer is it can decode a myriad of different protocols that 
are often found on networks.  As an example, Wireshark, an 
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open source protocol analyzer, can understand and decode 
more than 1,300 different protocols with new protocol 
decodes being added on a regular basis.

Even though early networks did not have the same traffic 
volume we’re seeing today, early analyzers still did not have 
the ability to capture and store all network data for long 
periods of time.  This is mainly due to technology and cost 
considerations.  Today leading-edge packet appliances such 
as TOYO Corporation’s SYNESIS are built around high-speed 
Field Programming Gate Array (FPGA) capture cards and 
Redundant Array of Independent Disk (RAID) storage. 

This white paper will discuss why it is critical to be able to 
capture all network traffic especially at very high speeds 
in order to be able to properly manage and troubleshoot 
your network, and why an appliance-based solution such 
as SYNESIS is perhaps the only solution in the marketplace 
that meets this forgotten requirement.

THE VALUE OF BEING ABLE TO PERFORM 100% 
NETWORK CAPTURES
Why is capturing 100% of network traffic so critical?  Let us 
begin with an analogy.  Surveillance cameras provide the 
eyes and sometimes ears for many businesses and even 
governments.  Companies and homeowners rely on them to 
help safeguard and protect their property from burglars and 
would be thieves.  

We have all seen videos of so called patio or porch pirates 
who steal packages delivered to people’s homes.  Often 
there is a happy ending as we witness their activities 
previously captured on video and then posted online or 
replayed on the nightly news.  However, because he/she was 
captured on video, during the commission of a crime, more 
often than not, the Amazon pirate will be arrested, convicted 
and put behind bars.

But surveillance cameras only work well if they recording 
continuously; that is if they are capturing video at all times 
(e.g. 24 hours a day, 7 days a week).  Even a brief period of 
time where video is not being captured because of a system 
error or glitch can result in a situation where a patio pirate 
has already perpetrated his/her crime and has moved on.  

In those scenarios, you may see your package being 
delivered by United States Postal Service (USPS) one minute 
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and the next minute, the package is gone without a clue 
as to what happened to it (see figure 1).  Figure 2 shows a 
scenario when the camera is recording at all times.  The 
thief is captured on video in the commission of a crime.

Another analogy can be 
made with a standard 
JPEG image.  Even in a 
very large file, if small 
amounts of information 
are lost, the entire 
meaning of the picture 
can also be lost.  One 
may be able to guess that 
in figure 3, the picture 
contains an insect, maybe 

even a flying one.  One may even guess correctly that it is 
a butterfly.  But unless the entire picture is shown (figure 4), 
one would not know it is a picture of an African monarch 
butterfly.    

In much the same way, 
these two analogies are 
applicable in the network 
analysis world.  To get a 
complete understanding 
of what is happening 
in the network, all data 
frames must be captured.  
Missing frames can make 
thorough network analysis 
difficult if not impossible 
to perform.

SLOW NETWORK RESPONSE
Here is an example of all too familiar situation.  An IT 
administrator has gotten reports that the network has 
recently been running slow.  The impact on the business 
has been large with some departments unable to connect 

to servers and other business resources.  Complaints have 
reached the company’s Chief Information Officer (CIO) who 
has demanded an immediate resolution.

Best practices always call for base lining network 
performance on regular intervals to quantify normal levels.  
Most network analyzers have this basic feature.  Then when 
performance deviates from the baseline, IT administrators 
will know almost immediately and can take action.  No IT 
administrator ever wants to find out about network issues 
from employees and certainly not from an angry CIO.

Identification of a network issue is a good first step towards 
resolution.  However, it becomes more challenging to get 
to the root cause – to really find out what is happening 
on the network.  If your analyzer does not have the ability 
to capture all packets over an extended period of time, a 
resolution is highly unlikely.

A complete trace file of client-server conversations serves 
as critical troubleshooting data.  It is exactly during the slow 
down occurrence that you should review the client-server 
conversation traffic with the help of an analyzer.  Missed 
packets by a network recorder mean that you may not have 
all the network information you need to arrive at the root 
cause.  Instead, you may end up trying to guess what the 
problem is instead of identifying and fixing it.  A good trace 
file should contain (but not limited to):

  All DNS requests and responses – are conversations 
started in a timely manner, starting with the 
IP address resolution of a domain name

  All TCP Three-Way Handshakes – the round trip time 
is a good indicator of a network’s performance

  All Client and Server requests and responses – critical for 
determining any delays in either client or server processing.  
For example, higher than normal server response times 
may indicate excessive CPU load, insufficient storage, 
hardware malfunctions, and/or chatty applications
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Figure 1: Blind Spots In Video Means Certain Activities May Be Missed

Figure 2: Continuously Capturing Video Insures All Activities Are Recorded

Figure 3: Corrupted JPEG File

Figure 4: African Monarch Butterfly
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DEFEAT MALWARE 
Organizations are constantly inundated with the effects 
of malware on their internal users and customers.  They 
attempt to defend themselves by purchasing the best 
security solutions with the most recent updates.  But often 
this does not guarantee protection.  Over 250,000 new 
malicious programs are set loose on a daily basis2.
In 2017, on average, it took over 90 days to detect that a 
breach took 
place.  That 
figure is 
estimated to 
climb along 
with associated 
damage costs 
with each 
coming year.  

As the volume 
of traffic 
increases, security 
appliances just 
cannot keep 
up.  Dropped 
packets by those 
appliances mean 
that security 
breaches are not 
analyzed in real 
time (see figure 5 
and 6).  Dropped 
packets by those 
appliances mean 
that security 
breaches are not 
analyzed in real 
time.  Even post 
analysis is not possible if a complete network record of a 
security breach isn’t available. 

For example, if portions of the conversation flow of a 
suspect transaction are missing then the payload (which 
may have contained the signature) cannot be examined.  
Or a low volume Advanced Persistent Threat may have 
occurred over an extended period.  A network recorder 
with limited storage may potentially overwrite part of the 
evidence contained in the payload.  That is why complete 
packet visibility is of utmost importance.  “Complete” is 
emphasized because incomplete data does not allow for 
full analysis.   Complete packet visibility provides insurance 
when a security breach is not yet known because security 
appliances do not know about threats in their database.

THE TWO TECHNOLOGIES THAT MAKE HIGH-
SPEED CAPTURE POSSIBLE
One may ask if complete packet capture is so critical, why 
do some protocol analyzers not offer this capability.  There 

are two key reasons why many protocol analyzers do not 
provide the ability to capture all packets at full wire rate, 
particularly at high data rates, such as 10GbE and above.  

The popular Wireshark software typically uses commodity 
personal computers (PC) to host and operate their software.  
In such a case, the critical component used to capture 
network packets is the network interface card or NIC on 
the PC.  However, these cards are designed for relaying 

information back and forth between the PC and other devices 
on the network; this could be an Outlook server or a printer.  
They are typically designed with cost in mind, with the 
understanding that network data that is dropped by the NIC 
because it is handling more data than it was designed for 
will be retransmitted at a later point; so normally this is not 
an issue.  When used in low data rate networks such as GbE 
and below, these NIC cards are perfectly adequate and are 
able to capture most if not all packets.  

On the other hand, modern day network recorders such as 
SYNESIS use proprietary hardware for capturing network 
traffic.  At the core of every SYNESIS product is a high-speed 
capture card designed around FPGA technology.  Because 
of FPGA’s innate ability to perform literally hundreds, if not 
thousands of tasks in parallel, it is ideal for the complex 
algorithms used to capture every single network packet and 
to perform processing on them as well.  CPUs perform better 
with sequential tasks.

For example, pre-capture filtering is well-suited to be 
performed on an FPGA based card instead of having to 

Figure 5: A Complete Packet Trace file.  The Packet Payloads from Frames #3803, #3804, and #3805 Complete a Transaction Response

Figure 6: Frames #3803 and #3804 are Missing due to Dropped Packets by Analyzer.  So Frame 3805 Cannot be Matched to Complete Entire Transaction’s Payload
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burden the appliance’s processors. FPGAs are simply more 
adept at this task than CPUs.

In a recent white paper, Xilinx demonstrated the ability to 
capture and handle packets being sent at 400Gb/s line 
rates on their Vertex-7 FPGAs3.  Their conclusion was that 
modern FPGAs such as the ones designed by them have the 
capabilities to process network packets even at the high line 
rates of 400 Gb/s.  Obviously, the company will further push 
the boundaries of what is possible as the need for speed is a 
never-ending story.

FPGA based network capture cards are more costly than 
their off the shelf NIC counterparts.  One can pick up a 
single port 10GbaseT NIC for about $100 on Amazon.
com.  An FPGA card can cost 50-100 times more.  It is 
worth repeating again, but at low speeds, GbE and below, 
an ordinary NIC should suffice.  But at higher data rates, an 
FPGA based card is an absolute requirement if you want to 
capture without any packet loss.

Now that the case has established that an FPGA card is a 
requirement for high-speed data capture or acquisition, let’s 
now discuss the data storage side.  Network data that is 
captured quickly also need to be stored quickly.  So along 
with high-performance FPGA based data acquisition cards, 
large amounts of performance-intensive storage must also 
be available in today’s network recorders.  

Network recorders employ spinning drives or flash-based 
drives in RAID configurations as their storage subsystems.  
RAID technology offers better performance and data 
protection than non-RAID storage subsystems.  

But despite advances in spinning drive technologies, most 
drives cannot sustain more than 150MB/s of throughput 
(sequential access).  To store data coming from a 10GbE 
feed, 1000MB/s of throughput is needed.  This translates 
to a large number of spinning drives set up in a RAID 0 
configuration to provide this type of performance.  In a 
RAID 5 or 6 scenario, a couple of more drives are needed to 
support the additional space needed to store the parity bits.

In the SYNESIS portable appliance, flash-based drives are 
deployed in a RAID 0 configuration.  Flash-based drives 
provide much better throughput numbers.  This provides the 
most optimal transfer speed for the FPGA card (acquiring 
the data) to the back-end storage.  

According to Seagate specifications, with sequential writes, 
an enterprise-class Seagate Serial Attached SCSI (SAS) 
Flash Solid State Drive (SSD) (model number: ST800FM0043) 
provides for 500MB/s of throughput using 128K blocks.  Thus, 
fewer SSDs of this drive class would be needed (compared 
with spinning drives) in a RAID 0 configuration to support 
1000MB/s of traffic. 

Let us turn our attention to capacity.  Using simple 
estimations, to capture two (2) hours of 10GbE traffic (at full 
wire rates) means that nine (9) terabytes of storage space 
are required.  To capture two (2) hours of 100GbE traffic 
would require over ninety (90) terabytes.  To capture for an 
entire week, seven and one half (7.5) petabytes of storage 
space would be required.  To put things in perspective, one 
(1) petabyte of storage can hold near 60,000 HD quality 
movies or over 13 years’ worth of footage.

CONCLUSION
This white paper discussed the critical importance of being 
able to capture every single network packet in order to perform 
network analysis.  Unlike the networks of yesterday, today’s 
networks are much more complex and the traffic volume 
they carry are magnitudes higher in comparison.  Therefore, 
dedicated appliances for packet visibility must be used in 
order to properly troubleshoot network issues.  Network 
recorders such as SYNESIS that are designed around FPGA 
and RAID storage technologies are the only ones capable of 
capturing every packet over extended periods of time even at 
data rates of up to 100Gb/s.  

PERSONAL NOTE
I have worked in the network analysis space for more than 
15 years.  I product managed the THG Surveyor product 
when I worked at  Finisar.  The Surveyor software was also 
part of Fluke Network’s Optiview product line.  I have worked 
on the ClearSight analyzer and Network Time Machine 
products from ClearSight Networks.  I have deep expertise 
and experience in Intel architecture/ecosystem, storage test 
and measurement, enterprise storage, enterprise networking 
and enterprise application management.   
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